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Abstract

Despite the promise of alleviating the main memory bot-
tleneck, and the existence of commercial hardware imple-
mentations, techniques for Near-Data Processing have seen
relatively little real-world deployment. The idea has received
renewed interest with the appearance of disaggregated or
“far” memory, for example in the use of CXL memory pools.

However, we argue that the lack of a clear OS-centric
abstraction of Near-Data Processing is a major barrier to
adoption of the technology. Inspired by the channel con-
trollers which interface the CPU to disk drives in mainframe
systems, we propose memory channel controllers as a conve-
nient, portable, and virtualizable abstraction of Near-Data
Processing for modern disaggregated memory systems.

In addition to providing a clean abstraction that enables
OS integration while requiring no changes to CPU architec-
ture, memory channel controllers incorporate another key
innovation: they exploit the cache coherence provided by
emerging interconnects to provide a much richer program-
ming model, with more fine-grained interaction, than has
been possible with existing designs.

CCS Concepts

« Software and its engineering — Operating systems;
« Computer systems organization — Processors and
memory architectures; Distributed architectures; « Hard-
ware — Hardware accelerators.
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1 Introduction

Limited bandwidth to main memory, and the high latency
of main memory accesses relative to CPU frequency, have
long been performance bottlenecks despite the widespread
use of techniques to hide or reduce memory access times
(caches, prefetchers, multi-threaded cores, out-of-order exe-
cution, etc.). This in turn has led to a long line of architecture
research on Processing In Memory (PIM), Near-Memory Pro-
cessing (NMP), or Near-Data Processing (NDP), whereby
processing elements are placed close to main memory and
act as offload engines for some CPU tasks. However, to date,
very little of this work has found its way to product, and
almost nothing to widespread deployment.

Recently, the deployment of disaggregated, pooled, or far
memory, often via new interconnect protocols like Compute
eXpress Link (CXL) [15], has given new impetus to this idea,
since far memory incurs significantly higher access latency
and delivers lower throughput than local DRAM [33, 34,
51]. For instance, Marvell recently introduced Structera A, a
series of near-memory accelerators with Arm Neoverse V2
cores positioned next to CXL-attached memory [38].

We contend that the failure of NDP (which we will hence-
forth use as an umbrella term encompassing PIM, NMP, and
related techniques) to impact practice is due to the lack of
an OS-centric perspective on the technique [3]. Such a per-
spective on NDP would balance, on the one hand, hardware
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constraints and improvements in application efficiency with,
on the other, the oft-neglected requirements for complete
realistic systems: secure multiplexing, resource management,
virtualization, portable abstractions, and so on.

In this paper we develop such an OS-centric view and its
implications, focusing on three facets. The first is the ap-
plication model: the abstractions presented to application
writers. We argue these abstractions should not only be eas-
ily usable (by both application programmers and compiler
writers) and efficient, but also portable, fully virtualized, and
free from arbitrary resource limitations.

Second is the system software model, in other words the
non-functional system-wide properties we care about: NDP
should preserve the application’s existing security and isola-
tion properties, applications using it should not experience
livelock or starvation, etc.

Finally, the hardware design should follow the require-
ments of the application and system software models. To
date, most proposals for NDP have been largely bottom up,
with the broader issues left unresolved. This has left it un-
clear which hardware designs do or do not make sense in
a real computer system with multiple tenants. Moreover,
given the nature of the hardware market, it is desirable to
avoid intrusive changes to CPU architecture: the latter break
backward compatibility and limit deployment. As we argue
in this paper, such architectural changes are unnecessary.

Based on this perspective, we take inspiration from an old
idea: channel controllers. In additional to the main processors,
IBM mainframes have long had processors dedicated to I/O
operations [25, 32, 41]. These processors are typically at least
as powerful as the CPU itself and come with a clean pro-
gramming abstraction, the channel program [26, 41]. Applica-
tions like the DB2 relational database include highly-tailored
channel programs as part of the main executable. Under the
coordination of the OS, mainframe channel controllers can
serve multiple applications simultaneously and dramatically
cut the overhead of accessing disk storage.

We revisit this idea but in a very different context: disag-
gregated memory systems rather than disks, and the use of
cache-coherent access to far memory (via interconnects such
as CXL, or CCIX [6]) for both data transfer and a control
interface to the remote device. This permits fine-grained,
low-latency synchronization between an application and an
NDP accelerator [22]. We present both a clean abstraction
of such a memory channel controller (MCC), and a combined
hardware/software design that can efficiently provide such
an abstraction in the context of a modern kernel-based OS.

2 Background: the memory bottleneck

Remotely attached, pooled DRAM attached via new intercon-
nects like CXL are an attractive proposition for data centers,
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providing elastic scaling, extended capacity, and even reuse
of older DRAM silicon.

However, such flexibility and cost saving comes with a
price: disaggregated memory exhibits higher latency and
lower bandwidth than local DRAM. Evaluations on existing
CXL memory devices suggest latency from 150 to 400ns and
bandwidth from 18 to 52GB/s [33, 34, 51]. Moreover, perfor-
mance variance is also higher compared to local DRAM. CXL
switches additionally introduce a per-hop latency of 200 to
400ns [34]. This leads to performance characteristics which
are very different from a classical “balanced system” [17],
and can significantly impact a range of applications [33, 34].

At the same time, there are compelling reasons to adopt
disaggregated memory for applications which require rapid
random access to large amounts of data, such as in-memory
databases. Such databases can store more data on a large dis-
aggregated memory pool and share it with multiple compute
nodes for scalability. However, query execution is typically
bottlenecked on data transfer between the far memory and
the CPU cores [34, 61]. The same argument applies to graph
processing workloads: disaggregated memory allows storing
and sharing larger graphs, but many graph algorithms are
highly sensitive to memory latency [36, 60] — indeed, even
local memory is typically a bottleneck for these algorithms,
and disaggregated memory amplifies the problem.

This has led to renewed interest in the long-standing re-
search area of NDP (broadly construed). For example, PIM
systems have been proposed for database acceleration [4, 21],
graph processing [1, 63] and other workloads. In those sys-
tems, computing units are integrated with DRAM chips and
can operate on individual DRAM rows and latches. This min-
imizes the distance that data must be moved, but imposes
strong, hardware-specific constraints on how computation
can be performed. For example, in UPMEM (a commercial
PIM device), each DRAM processing unit (DPU) can only
access a fixed 64MB DRAM slice. This requires complex soft-
ware on the CPU to steer the data flow to and from DPUs [21].
From an OS-centric perspective, the memory and computing
resources are too closely-coupled to be virtualizable or to
provide anything more than coarse-grained inter-application
isolation. Instead, the application developer is required to
partition the data for a specific hardware platform. Virtualiz-
ing and multiplexing UPMEM has been suggested but at a
granularity of multiple gigabytes [52].

Other NMP systems are less architecturally restrictive.
Lockerman et al. [35] suggest adding compute units through-
out the memory hierarchy. A downside with this approach
is the pervasive hardware changes it entails. The additional
die area is small, but the end-to-end usability additionally
requires hardware verification (on every changed compo-
nent), and the issue of secure multiplexing the new compute
resources is left unaddressed.
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Figure 1: The far memory and MCC abstraction

We are not the first one to notice those problems. Gao et
al. [19] and Ghose et al. [20] observe the gaps in address
translation, memory protection and isolation functionality.
Barbalace et al. [3] additionally discuss the problems in sched-
uling and the programming model, and call for better run-
time and OS support. More recently, Ham et al. propose
M2NDP [22], which focuses on NDP for CXL-based disaggre-
gated memory, emphasizing the limited hardware changes
required as an important factor.

The NDP landscape, including recent work using CXL-
attached memory [22, 23, 27, 48] shows a wide range of
system designs, with divergent and largely incompatible pro-
gramming models and constraints on secure multiplexing.
We build on this work, but by taking an OS-centric per-
spective we hope to create more broadly practical systems,
particularly in the context of disaggregated far memory.

3 Design overview

We now discuss our proposals for abstracting NDP in a
portable, multiplexed, usable manner. A good interface makes
the task of the application developer easier by providing high-
level abstractions, without compromising performance by
allowing the underlying system software and hardware to
work in the most efficient way possible. It should also al-
low a programmer (or code generator) to reason about the
performance impact of using the interface.

A key feature of OS abstractions (like virtual memory, files,
or sockets) is that they impose no arbitrary limits on usage:
modulo complete (and rare) resource exhaustion, a program
is always free to create a new file, extend an existing one,
use more virtual memory, etc. When acquiring processing
resources close to far memory, this means that a user program
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should not be limited by a fixed number of hardware units. This
feature can also be viewed as one case of a general notion
of portability: code written to use one hardware platform
should, ideally, run correctly on a different platform.

These requirements lead us to abstract NDP processes as
a set of virtual, dynamically instantiated processors (MCCs)
close to memory, with a standardized interface. In order to
both take advantage of existing OS abstractions, and to ex-
ploit the new possibilities presented by cache-coherent inter-
connects for fine-grained interaction between CPU threads
and NDP resources, we build the MCCs abstraction over a
process’ virtual address space, as shown in Figure 1.

First, application code on the CPU might have direct ac-
cess to a region of far memory mapped (via the MMU) to a
contiguous region of the virtual address space (D). Access to
far memory in this way completely bypasses NDP resources,
but nevertheless this illustrates a key design decision: dif-
ferent remote memory nodes map to different regions of
the virtual address space, and thus the physical location of
memory is explicit in the virtual address space layout.

This is in stark contrast to transparent tiered memory sys-
tems like Intel Flat Memory Mode (FMM) [62], TPP [37] and
M5 [50], where data placement is not exposed to the appli-
cations, but similar to that of M2NDP [22] and CTXNL [55].

While there may be advantages to hiding memory proper-
ties from legacy applications which simply want to exploit
expanded memory, efficient use of NDP strongly motivates
making the distributed nature of far memory explicit. For
memory-intensive applications like databases and graph pro-
cessing, software has a better knowledge of data placement
and access patterns, while hardware can only speculate. Past
experience suggests transparent features like FMM end up
being bypassed: for example, DBMSs generally disable Trans-
parent Huge Page (THP) support [46] and graph applications
manage NUMA memory explicitly [60].

Second, each MCC occupies its own region of virtual ad-
dress space ((2)), and a user program communicates with its
private MCCs using memory operations on these regions, as
described in the next section. The control and data flow are
indicated by the two arrows in the region in Figure 1.

Finally, each MCC has the ability to access both far mem-
ory and host-local memory belonging to its application in
a conventional way using Direct Memory Access (DMA)
operations ((3)), illustrated by the other two orange arrows.

An application wishing to use NDP with far memory first
acquires access to the relevant region(s) (for example, on
Linux via a variant of mmap()), and then asks the kernel
to instantiate one or more MCCs, resulting in the creation
of a new region (2)) of virtual address space for each one.
Since each MCC is private to an application, and its access
rights are limited by the OS and hardware to the application’s
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virtual address space, the application can assume protection
and operate as if it had exclusive access.

4 The MCC abstraction

The central contribution of this work is the nature of the
interface to an MCC over virtual memory accesses. The MCC
memory region is divided into two areas, one for control, and
one for data. The control area allows the application to con-
figure the MCC directly over Memory-Mapped I/O (MMIO)
without involving the local kernel, including downloading a
channel programs to the MCC.

A channel program (CP) differs significantly from previ-
ous models for programming NDP accelerators. In a typical
existing approach, the NDP resource is given a (potentially
lengthy) task to perform (such as zeroing memory, or mate-
rializing a view in an in-memory database). It runs to com-
pletion, potentially reading and writing both local (to itself)
memory and host memory.

The CP programming model, however, also includes ongo-
ing interactions with the host application, which occur via
transactions using the cache coherence protocol in the data
area. For example, a CP might stream results packed in cache
lines directly to the cache running the application, using co-
herence for synchronization and message passing as in [47],
or present an ongoing query-style interface to a remote data
structure using cache-line-sized reads and writes as in [22].
The MCC abstraction therefore exposes, in the form of a CP,
a much richer programming model to applications.

One advantage of this approach is performance: it is hard
to beat the coherence protocol for latency in transferring data
units up to a few kilobytes in size, and it also eliminates the
overhead of setting up a new “task” for each NDP operation
to be performed by the application.

In addition, it provides a logical view of data produced
by the MCC. The application issues loads and stores to this
region, but instead of accessing physical memory, the CP
generates responses programmatically at runtime.

At the same time, it avoids the portability and compat-
ibility issues, and also the security risks, that accompany
extending the processor architecture to communicate with
far memory, as in Intel’s new AiA interface [2, 24].

The precise semantics for CPs is, at this point, an open
question, but a promising approach is, at the lowest level,
an event-driven model where the events include the arrival
of coherence messages from the host (typically triggered
by load and store operations in application code) and com-
pletions of local operations to access DRAM. However, the
programming model exposed to application writers should
clearly hide most of these details.

Another open question is whether an MCC should be re-
stricted to accessing memory on a single far memory node
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(typically, the one where the hardware that it runs on is
located), or if should see anything accessible from the appli-
cation’s virtual address space. In the latter case, we argue it is
still important that each MCC has an affinity which specifies
what memory is local to the MCC. When the system scales to
multiple memory nodes, data placement strategies become
relevant for reducing data movement across nodes (poten-
tially with additional latency due to interconnect switches).

5 System design issues

We now discuss implementation issues in implementing the
MCCs abstraction, summarized shown in Figure 2.

5.1 Assumptions on the interconnects

The system is designed around the emerging interconnects
with memory access semantics. While we do not bound the
design to a specific protocol, we make several assumptions.

First, the interconnect is message-based and encodes mem-
ory transactions in a fixed-size granule (usually a cache
line). This is the case for CXL, Cache Coherent Interconnect
for Accelerators (CCIX), and the Enzian Coherence Interface
(ECI) on the Enzian research platform [14, 45] we are using to
prototype the design. In contrast, PCle, originally designed
for peripheral devices with limited intelligence, is oriented
heavily towards device-initiated bulk DMA transfers and
word-sized CPU-initiated programmed I/O, which is a poor
fit for encoding memory transactions.

Furthermore, we focus on protocols that allow symmet-
ric coherency, meaning each party can actively control the
cache line ownership symmetrically. This is not the case for
the bias-based CXL.cache protocol, where a device needs to
query the host CPU to resolve the coherency, incurring an ex-
tra round-trip delay. CXL.mem 3.0 does have this property by
including a back-invalidation channel, allowing the device to
independently resolve coherence with a directory (or “snoop
filter” in CXL terms). However, to date no implementations
yet exist. However, ECI, originally designed as a coherence
interconnect for CPU sockets, also adopts this model, with
performance [14, 45] that is comparable with CXL.
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Symmetric coherence is important for our design as it
allows MCC to perform fine-grained data movement inde-
pendently. However, we note that the need for coherence
mechanisms does not imply full coherency on the whole mem-
ory space. With the knowledge of high-level memory access
patterns, MCC and CP can eliminate unnecessary coherence
traffic while maintaining application correctness.

5.2 MCC execution environment

The physical MCC complex consists of general-purpose pro-
cessors (albeit not as powerful as mainframe channel con-
trollers) and a set of supporting units: a fast scratchpad
memory, a split-phrase copy engine between scratchpad
and DRAM, and streaming interfaces to coherence through
which the processor receives and responds to coherence
messages. The scratchpad can be accessed locally in a single
cycle. Between it and the DRAMs, data movement is per-
formed through the copy engine under the instruction of the
processor. The transfer can be initiated in one cycle and is
asynchronous, allowing the CP to hide the data movement
latency with proper instruction scheduling.

A key implication of our OS-centric abstraction is that
it is fully virtual: there will be a fixed number of physical
processors on a node for running CPs, but an unbounded
number of MCCs, each of which is dedicated to an applica-
tion. This imposes several requirements for the processor
and the supporting system software.

First, a physical processor on a far memory node must
multiplex a number of MCCs, which also implies that it
must perform scheduling. Given that CPs are specified at a
high level, this scheduling need not be preemptive - effec-
tively the physical processor can cooperatively schedule CP
interpreters as coroutines without sacrificing performance.
While relatively simple scheduling might provide sufficient
guarantees against starvation under load, we might consider
more complex policies (such as weighted fair queuing for
memory and interconnect access).

In addition to multiplexing, MCCs must provide isolation
and memory protection. Effectively, this means that the
physical processors on the far memory node must be kept
up-to-date with the virtual address spaces of applications on
the host CPU.

At first sight, this would seem to introduce a high system
overhead, but we make two observations. First, the entire ad-
dress space need not be replicated on the channel controller,
and restricting far memory to contiguous mappings further
simplifies the metadata that must be kept consistent, effec-
tively segmentation [5, 11]. Second, we are encouraged by
recent proposals for fine-grained synchronization between
CPU-based OSes and network interfaces on a coherent in-
terconnect [57], which suggest that even scheduling state
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can be efficiently shared using the same techniques [22, 47]
we propose for data transfer. Furthermore, extending on the
same interface to the interconnect, MCC can also observe
memory requests from CPUs, which enables another group
of applications (section 6).

We note that, while we are proposing a minimum level of
functionality on the far memory nodes (i.e. processors capa-
ble of scheduling multiple channel programs, some memory
protection, and low-level access to the coherence protocol),
we do not require any changes to the CPU architecture or
memory interface, nor to the interconnect protocols. The
cost of the additional hardware can be amortized by the forth-
coming far memory controllers that need to be designed and
manufactured anyway.

5.3 Preliminary CP design

The CP model design is ongoing work. We are experimenting
with a design where the CP polls coherence messages on the
MCC-specific region () in Figure 1), performs computations,
and responds with coherence messages if needed.

When a reply message is needed (e.g. memory read trans-
actions), the CP is on the critical path. If it does not produce
an output in time, the interconnect can be deadlocked, which
makes a hard real-time problem. This is challenging, but we
believe it is solvable, following the line of hard real-time
systems that have already been built (e.g. avionic flight con-
trollers). Specific to our design, there are two additional
advantages. First, latencies of operations, such as fetching a
cache line from the DRAM controller, are highly predictable.
Second, interconnects are typically lenient about timeout.
Both CXL and ECI allow timeout up to the millisecond scale.

When considering the MCC virtualization, additional han-
dling is needed. For example, application and CP can be
co-scheduled to ensure no in-flight memory transaction
can be issued when the CP is descheduled. If the physical
MCCs are overloaded, using the CPU to simulate the MCC
may be a feasible option.

Above this, we are also developing a safe high-level pro-
gramming model, which needs to hide the hardware exe-
cution environment discussed above and ensure it is used in
a safe manner, while still allowing the application developer
to specify the data movement explicitly. One notable idea is
to use a model like DataPipes [53], where data locations are
specified explicitly but the low-level memory operations are
abstracted away. The transformation from a high-level CP
to a correct compiled CP requires a combination of language
design, compiler checks, and run-time verification.

6 Mapping workloads to the system

To illustrate how MCCs works in practice, consider calculat-
ing common neighbors in a graph (LinkedIn uses this to find
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n-hop common connections between users [54]). Figure 3
shows a way to map the processing pipeline using an MCC:

o The complete social graph resides in far memory.

e The CP traverses the graph from each source node
specified by the CPU and gathers a list of (possibly
indirect) neighbors.

o This list of node IDs is streamed to CPU caches and
then registers over the coherence protocol.

e The second stage (list intersection) is perform on the
CPU, which now has excellent data locality.

e In addition, if the CPU needs to access the auxiliary
node information, the CP can exercise the DMA capa-
bility to copy those data to the CPU-local memory.

Like many graph processing workloads, this is a good
fit for an MCC since it has relatively low computation per
node but highly irregular and unpredictable memory access
patterns [36, 60], and so benefits from the reduced latency
from an MCC to far memory. Other examples include online
and query-heavy graph processing workloads like graph
traversal (e.g. BFS), single-source shortest path, k-nearest
neighbors, and pattern matching. These workloads, in their
practical use-cases, tend to have real-time requirements of
low latency and high throughput [9, 54], which motivates
the usage of disaggregated memory and MCC.

In contrast, workloads like PageRank [42] and triangle
counting are less good fits for the system. They require mas-
sive computation and a high degree of parallelism, which is
not a key strength of the MCC approach. In practice, these
workloads benefit more from cluster-based offline parallel
processing, and existing batch processing systems work well.

The example above is one way to use an MCC - splitting
a linear pipeline between MCC and CPU. Another approach
is to perform smart prefetching, an idea well explored by ar-
chitecture research [49, 58]. MCC, being a generous-purpose
processor, is likely to be somewhat slower than hardware
prefetchers, but much more flexible with regard to data lay-
outs. Graph applications can bundle CPs that understand
the in-memory format of the graph and perform tailored
prefetch, while CPUs perform computations in parallel.
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Another class of workload is in-memory databases. Un-
like graph processing, databases use extensive runtime infor-
mation on their own data access patterns and computations.
Previous work [28, 30, 56] has shown that by pushing query
operators closer to data drastically reduces the memory bot-
tleneck. Korolija et al. pioneered offloading query operators
to remote memory in Farview [30] using RDMA-based ac-
cess with an FPGA as the NDP unit. Such an approach would
map well to an MCC.

Database management systems can include CPs or syn-
thesize them at query time to perform computations near
data and/or steer data movement, much as IBM DB2 used
mainframe channel controllers. Moreover, a CPs executing
part of the operator graph can exploit different data transfer
paradigms to interface with software. Bulk transfers of large
data sets (e.g. with low selectivity and/or using eager ma-
terialization) benefit from DMA to CPU-attached memory,
while when operators on a CPU core can consume interme-
diate tuples in real time, streaming to the CPU cache over
the coherent interconnect is more efficient.

These exercise the full range of computation and com-
munication mechanisms available to MCCs. However, there
are also simpler workloads that utilize a smaller feature set.
For example, bulk memory copying and clearing is more
efficient on a MCC due to its proximity to far memory, and is
important for huge page zeroing [43] and copy-on-write [29],
hypervisor paging [31, 44], VM migration [12, 13], and repli-
cation for in-memory databases [39].

Mapping this workload to MCC is intuitive: a simple CP
is invoked by the CPU and the MCC performs the memory
operations asynchronously. The CPs can be parameterized,
and the host application can specify the memory regions at
the invocation time using the control channel. We expect
similar performance benefits to previous work [29, 59].

Finally, an MCC can observe memory accesses and assem-
ble fine-grained memory access statistics for application
software. Such information can be used for hot page migra-
tion in tired memory systems [18, 37, 50], Garbage Collection
(GC) [8, 10, 16] and profile-guided optimizations [7, 40].

7 Status and conclusion

An OS perspective on NDP calls for clean, portable, and
usable abstractions to applications, while providing inter-
application safety, scheduling, and virtualization. It also helps
in mapping the hardware design space that makes sense in
the context of a complete system.

By prototyping our ideas on a real hardware platform, we
expect to establish the programming models, isolation prop-
erties, and application areas that make sense for mitigating
the overheads of far memory.
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